Fish & Richardson p.c. 



A 



June 1,2000 



45 Rockefeller Plaza 
Suite 2800 

New York, New York 

lOIII 

Telephone 
212 765-5070 O 

Facsimile 

212 258-2291 oi^^ ^= 
r><x> 

Web Site s 
www.fr.com == - 



Attorney Docket No.: 11817-002001 

Box Patent Application 

Commissioner for Patents 
Washington, DC 20231 

Presented for filing is a new original patent application of: 
Applicant: JOHN MARTIN KASDAN 

Title: AUTOMATIC PROVISIONING OF PROTECTION CIRCUITS IN A 
COMMUNICATIONS NETWORK 

Enclosed are the following papers, including those required to receive a filing date 
under 37 CFR 1.53(b): 



Specification 

Claims 

Abstract 

Declaration 

Drawing(s) 



Pages 
18 
8 
1 

[To be Filed at a Later Date] 
8 



Enclosures: 



New disclosure information, including: 
Information disclosure statement, 1 pages. 
PTO-1449, 1 pages. 
References, 3 items. 
Postcard, 



CERTIFICATE OF MAILING BY EXPRESS MAIL 
Express Mail Label No. EE647281234US 



I hereby certify under 37 CFR §1.10 that this correspondence is being 
deposited with the United States Postal Service as Express Mail Post 
Office to Addressee with sufficient postage on the date indicated below 
and IS addressed to the Commissioner for Patents Washington 
DC 20231 ' ^ ' 



June 1. 2QQ0 



Date of Deposit 
Signature 

Typed or Printed Name of Person Signmg Certificate 



Fish &: Richardson p.c. 



Commissioner for Patents 
June 1,2000 
Page 2 



This application is entitled to small entity statiis. A small entity statement will be 
filed at a later date. 

Basic filing fee $345 

Total claims in excess of 20 times $9 $90 

Independent claims in excess of 3 times $39 $0 

Fee for multiple dependent claims $0 



No filing fee is being paid at this time. Please apply any other required fees, 
EXCEPT FOR THE FILING FEE, to deposit account 06-1050, referencing the 
attorney document number shown above. A duplicate copy of this transmittal letter is 
attached. 

If this application is found to be incomplete, or if a telephone conference would 
otherwise be helpful, please call the undersigned at (212) 765-5070. 

Kindly acknowledge receipt of this application by returning the enclosed postcard. 

Please send all correspondence to: 



GARYA. WALPERT 

Fish & Richardson P.C. 

45 Rockefeller Plaza, Suite 2800 

New York, NY 10111 

Respectfully submitted, 



Total filing fee: 



$435 




Samuel Borodach 
Reg. No. 38,388 



Enclosures 
SXB/cxt 



30018711.doc 



Attorney' s Docket No. : 1181 7-00200 1 



APPLICATION 



FOR 



UNITED STATES LETTERS PATENT 



TITLE: AUTOMATIC PROVISIONING OF PROTECTION 

CIRCUITS IN A COMMUNICATIONS NETWORK 

APPLICANT: JOHN MARTIN ICASDAN 



CERTIFICATE OF MAILING BY EXPRESS MAIL 

Express Mail Label No. EE647281234US 

I hereby certify under 37 CFR §1.10 that this correspondence is being 
deposited with the United States Postal Service as Express Mail Post 
Office to Addressee with sufficient postage on the date indicated below 
and IS addressed to the Commissioner for Patents, Washington 
DC. 20231 

June I. 2000 

Date of Deposit 

Signature 

Typed or Printed Name of Person Signing Certificate 



Attorney Docket No.: 11817-002001 
AUTOMATIC PROVISIONING OF PROTECTION CIRCUITS IN A 



COMMUNICATIONS NETWORK 
BACKGROUND 

5 The invention relates to the automatic provisioning of 

protection circuits in a communications network. 

Communications networks typically include various 
switches and access devices, collectively referred to as 
nodes or network elements. The network elements are 
10 interconnected by transmission facilities such as electrical 
or optical links. For example, electrical cables can be 
IJ used to provide electrical paths or optical fibers can be 

jj^ used to provide optical paths. In most networks, a node is 

connected directly to only a few other nodes that often are 
^ 15 geographically close to it. 

0^ Communications can be sent from a source node to a 

1^ destination node. To facilitate the transfer of data or 

Cl other communications between the source and destination 

nodes, a route is provided between them. A user located at 

20 the source node typically requests immediate provision of a 
route to the destination node. The assigned route can 
include one or more links. Typically, there are many 
possible routes between any two nodes. Each such route 
passes through a different set of intermediate nodes and, 

25 therefore, includes a different combination of links. Such 
a route is sometimes referred to as a circuit. 
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Some communications systems, such as existing telephone 
systems, can automatically compute a route through the 
network and set up a 56 kilobit per second (Kbit/sec) DS-0 
voice circuit. For larger capacity circuits, the 
Asynchronous Transport Mode (ATM) protocol allows for the 
automatic provisioning of Soft Permanent Virtual Circuits. 
However, for higher capacity circuits, such as the OC-1 
through OC-192 Synchronous Optical Network (SONET) channels, 
establishing a circuit is normally done manually. 

One problem encountered in communications networks is 
that they are subject to disruption. A common form of 
disruption is the breaking of network links. Falling trees, 
for example, are one cause of failure of overhead wires. 
Similarly, careless excavation can result in the breakage of 
buried optical fibers. Therefore, it often is desirable to 
provide protection circuits in a network. A protection 
circuit provides an alternate route from the beginning point 
to the end point of a circuit and preferably shares no links 
with the primary circuit. In case of disruption of the 
primary circuit, traffic can be redirected over the 
protection path. 

In some known implementations, networks are built as 
rings or as a series of rings bridged together. A primary 
path from one node to another goes one way around the ring 
and the protection path goes the other way. As more fiber 
is put in place, network elements are connected by links 
that produce a sparse mesh, rather than structured rings. 
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Furthermore, using ring protection results in one-half of 
the available bandwidth being dedicated to protection. 
Although that may be acceptable for important traffic, there 
is other traffic, such as traffic that is not time-sensitive 
and which can be re -sent if necessary, for which the expense 
of protection is not warranted. 

Therefore, it is desirable to be able to provision 
protection circuits when, but only when, they are needed. 
Furthermore, it would be desirable if such provisioning 
could be performed quickly when the primary circuit is 
requested. 



SUMMARY 

In general, techniques for establishing communications 
include automatically provisioning a primary circuit for 
communications between a first node and a second node in a 
communications network, and automatically provisioning a 
protection circuit for communications between the first node 
and the second node . 

In various implementations, one or more of the 
following features may be present. The primary and 
protection circuits can be provisioned in response to 
receiving a request to establish communications between the 
first and second nodes, and the sum of administrative 
weights of all links forming the primary and protection 
circuits can be minimized with respect to available links. 
The links in the resulting primary and protection circuits 
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can be non-overlapping. In some cases, other than the first 
and second nodes, the primary and protection circuits do not 
share any other nodes. 

The techniques can include determining a first route 
between the first and second nodes so that a sum of original 
administrative weights associated with links along the first 
route is minimized. An augmented network corresponding to 
the communications network can be established, and a second 
route between the first and second nodes can be determined 
based on the augmented network so that a sum of 
administrative weights associated with links along the 
second route is minimized. The first and second routes then 
can be combined to obtain first and second paths between the 
first and second nodes. The first and second paths can be 
implemented as the primary and protection circuits. 

Establishing the augmented network can include 
assigning a new administrative weight for each link along 
the first route and limiting a permissible direction of 
communications on each link used in the first route. Each 
new administrative weight can have a negative value and an 
amplitude equal to the original administrative weight 
corresponding to the same link. A permissible direction of 
communications for each link used in the first route can be 
limited to a direction opposite the direction established 
for that link in the first route. For example, assuming 
the first path is implemented as the primary circuit, then 
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if a failure occurs with respect to the primary circuit, the 
second path can be implemented as the protection circuit. 

Systems implementing and using the foregoing techniques 
also are disclosed. 

In various implementations, one or more of the 
following advantages are present. The techniques described 
here can be used to determine and implement primary and 
protection circuits at various protocol layers and for 
various capacities within each protocol layer in different 
types of protection circuit scenarios. The techniques allow 
automated provisioning of protection circuits for a wide 
variety of communications networks. Furthermore, 
provisioning of the circuits can be accomplished quickly and 
efficiently on an as-needed basis. 

Additional features and advantages will be apparent 
from the detailed description, the accompanying drawings and 
the claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 
FIG. 1 illustrates an exemplary communications network 

in which the invention can be practiced. 

FIG. 2 indicates exemplary administrative weights 

associated with links in the network of FIG, 1, 

FIG, 3 is a flow chart according to a method of the 

invention. 
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FIGS. 4A through 4D illustrate a technique for 
determining a first route connecting a source node and a 
destination node in the network, 

FIG. 5 is a flow chart of a technique for determining 
5 the first route. 

FIG. 6 illustrates an augmented network obtained from 
the original network and based on the first route, 

FIG. 7 illustrates a second route connecting the source 
node and the destination node, 
10 FIG. 8 illustrates a pair of paths obtained by 

combining the first and second routes. 

FIGS, 9A and 9B illustrate a primary circuit and a 
protection circuit for communications between the source 
node and the destination node obtained by combining the 
15 first and second routes. 

FIG. 10 illustrates another exemplary communications 
network , 

FIG. 11 illustrates a pre-processed version of the 
network of FIG. 10 using node-splitting. 
20 FIG. 12 illustrates an augmented network based on the 

network of FIG, 11. 

FIG. 13 is a schematic block diagram of an exemplary 
system for implementing the techniques of the invention. 

25 DETAILED DESCRIPTION 

As shown in FIG. 1, an exemplary communications network 
10 includes multiple network elements 12, 14, 16, 18 
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interconnected by transmission facilities 20, 22, 24, 26, 
28. Thus, for example, the transmission facility 20 
provides the link between the network elements 12 and 14. 
Although the network 10 includes only four network elements 
5 and five links, a typical communications network may be more 
complex and can include many more network elements and 
links . 

Each link 20, 22, 24, 26, 28 has a specified capacity 
or bandwidth for handling traffic. In general, the capacity 

10 of a particular link may vary from the capacity of other 

links in the network. The technique described below assumes 
that in determining a primary circuit and a protection 
circuit in response to a request for communication between 
any two nodes in the network 10, each link is available to 

15 be used only a single time in either the primary circuit or 
the protection circuit. In other words, a particular link 
20, 22, 24, 26, 28 cannot be used for both the primary 
circuit and the protection circuit. 

A respective administrative weight is associated with 

20 each link 20, 22, 24, 26, 28. Each administrative weight 
initially assigned to a link is a positive integer. The 

administrative weight assigned to a particular link can be 
the same as or may differ from the weights assigned to other 
links. In general, a high administrative weight indicates 
25 that the particular link is disfavored for use in 

establishing a route between nodes. The administrative 
weight for a particular link can be based on a variety of 
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factors including, but not limited to, the extent to which 
the link has been utilized in the past, tariff fees, and/or 
the number of previous failures associated with the link. 

FIG, 2 illustrates exemplary administrative weights 
assigned to the links in the network 10. In FIG. 2, the 
administrative weights are indicated in parentheses. Thus, 
for example, the link 2 0 is assigned an administrative 
weight of 1, whereas the link 22 is assigned a weight of 3. 

As shown in FIG. 3, a request for a communication is 
received 30 to establish a route between a source node, for 
example node 12, and a destination node, for example, node 
18, The request can include information specifying the 
bandwidth required for the requested communication. In 
establishing the primary and protection circuits, the 
technique described below considers only those network links 
that can support the requested bandwidth. Other links are 
ignored. Similarly, unavailable links, such as failed links 
and links that are currently in use for other 
communications, are ignored. In the example discussed 
below, it is assumed that each of the links 20, 22, 24, 26, 
28 can support the requested bandwidth and are available. 

As described below, in response to the received 
request, the technique determines a primary circuit and a 
protection circuit between the source and destination nodes 
12, 18. 

A first route is determined by finding 32 a route from 
the source node 12 to the destination node 18 such that the 
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sum of the administrative weights of the links forming the 
route is minimized. Various techniques can be used to 
obtain such a route including the Dijkstra technique, the 
Bellman-Ford technique or a modified version of one of those 
techniques. According to the Dijkstra technique (see FIG. 
5) , one starts from the source node 12 and determines each 
path (if any) for which the sum (S) of administrative 
weights equals 1. If a path that connects the source node 
12 and the destination node 18 is obtained, then that path 
serves as the first route. If no path connecting the source 
and destination nodes is found for S equal to 1, then the 
value of S is increased by one and the cycle is repeated. 
That cycle is repeated until a path is obtained that 
connects the source and destination nodes 12, 18. Once a 
path is found that connects the source and destination 
nodes, that path is identified as the first route. If, for 
a given value of S, more than one path is found that 
connects the source and destination nodes, then any one of 
those paths can serve as the first route. 

Using the example of FIG. 2, there is one path from the 
source node 12 for which the sum (S) of the administrative 
weights equals one, as shown in FIG. 4A. That path, 
however, does not connect the source node 12 to the 
destination node 18. Therefore, the value of S is increased 
to two. As shown in FIG. 4B, there is one path from the 
source node 12 whose sum (S) of administrative weights 
equals two. Again, that path does not connect the source 
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and destination nodes 12, 18, and the value of S is 
increased to three. As shown in FIGS. 4C and 4D, there are 
two paths for which the sum of the administrative weights 
forming their respective links equals three. However, only 
the path in FIG. 4C connects the source and destination 
nodes 12, 18. Therefore, the combination of links 20, 24, 
28 that form the path in FIG. 4C are designated as the first 
route. In FIG. 4C, arrows indicate the direction of flow of 
information along the links 20, 24, 28 for the first route. 

Once the first route is obtained, the network is 
augmented by establishing new administrative weights for 
those links that form the first route and by limiting the 
permissible directions in which information may flow through 
the augmented network. In particular, as shown in FIG. 6, 
the administrative weight of each link 20, 24, 28 that forms 
part of the first route is set (temporarily) to a negative 
value having the same amplitude as its original weight. 
Thus, in the illustrated example, the administrative weight 
of each of the links 20, 24, 28 is set to negative one (-1) . 
Additionally, the permitted direction of flow of information 
along each of the links 20, 24, 28 is the opposite of the 
direction of flow established for the first route. In FIG. 
6, the permitted directions of flow for the links 20, 24, 28 
are indicated by arrows. Information still can flow in 
either direction for the remaining links 22, 26, 

Using the augmented network (FIG. 6), a second route is 
found (3 6 in FIG. 3) that connects the source and 
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destination nodes 12, 18. The second route is determining 
by finding a route in the augmented network such that the 
sum of the administrative weights of the links forming the 
second route is minimized. Various techniques can be used 
5 to obtain such a route. However, the technique used to find 
the second route should be capable of handling negative 
weights and should avoid negative weight cycles. In one 
implementation, a version of the Bellman-Ford technique can 
be used to obtain the second route. If more than one path 

10 is found that connects the source and destination nodes in 
the augmented network and that minimizes the sum of the 
weights, then any one of those paths can serve as the second 
route. FIG, 7 illustrates the second route obtained from 
the augmented network of FIG. 6. In FIG. 7, arrows indicate 

15 the direction of flow of information along the links 22, 24, 
26. 

In some cases, it may not be possible to obtain a 
second route based on the augmented network of FIG. 6. In 
that case, a message can be generated indicating that it is 
20 not possible to provide both a primary and protection 
circuit for the requested communication. Under those 
circumstances, the request for the communication may be 
denied . 

Once the first and second routes (FIGS. 4C and 7) have 
25 been obtained, the first and second routes are combined 38 
(see FIG. 8) . By combining the first and second routes, 

links such as link 24 that are designated as part of both 
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the first and second routes are eliminated from the 
resulting paths. That is because the link's negative weight 
used in connection with the augmented network cancels the 
link's original positive weight. As can be seen from FIG. 
8, combining the first and second routes provides two non- 
overlapping paths connecting the initiating node 12 and the 
terminating node 18. One of those paths can be implemented 
4 0 as the primary circuit for the requested communication, 
and the second path can be designated for use as the 
protection circuit . 

In the illustrated example, the two resulting paths in 
FIG. 8 have different total administrative weights. In 
particular, the path along links 22 and 28 through network 
element 16 has a total weight of four, whereas the path 
along links 2 0 and 2 6 through network element 14 has a total 
weight of five. Preferably, the path with the lesser total 
weight is implemented as the primary circuit for the 
requested communication. In the illustrated example, the 
path along links 2 2 and 2 8 would provide the primary circuit 
(FIG, 9A) , and the path along links 2 0 and 2 6 would be 
designated for the protection circuit (FIG. 9B) . 

Although particular algorithms have been noted above, 
other algorithms also can be used to implement the technique 
illustrated by FIG. 3. For example, the Floyd-Warshall 
algorithm for obtaining a shortest path can be used. 

In addition to the failure of links, a communication 
path also can be disrupted if a node through which it passes 
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experiences a failure. Therefore, in some situations it is 
desirable to provide a protection path that not only has no 
links in common with the primary path, but also has no nodes 
in common with it . 
5 FIG. 10 illustrates an exemplary network 100 including 

nodes A, B, C, D and E connected by multiple links 102, 104, 
106, 108, 110. In the illustrated example, each link has an 
administrative weight of 1 except for the link 114, which 
has an administrative weight of 3 . In FIG. 10, the 
10 administrative weights are shown in parentheses. If the 
i:i techniques previously described are used to provision 

yi primary and protection circuits automatically between nodes 

il A and C, then the paths ABC and ADBEC would be designated as 

il the primary and protection circuits. In that case, node B 

. 15 would be included as part of both the primary and protection 

m circuits. 

-■'^ " 

^ A primary circuit and a corresponding protection 

%l circuit that do not share any links or nodes and that 

minimize the total sum of administrative weights associated 
20 with the links in the two circuits can be obtained by using 
a technique referred to as "node splitting." In that 
technique, the original network is pre-processed by 
considering each node to be comprised of an incoming node 
and an outgoing node. Each link in the original network is 
25 explicitly considered as two one-directional links, and the 
incoming and outgoing nodes are connected by a one- 
directional path from the incoming node to the outgoing 
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node. Each link is considered as having a capacity equal to 
one . 

Using node-splitting to pre-process the network 100 
results in the network illustrated in FIG. 11. In other 
5 words, each node (other than the source and destination 
nodes A and C) is split into an incoming node and an 
outgoing node, with the primed letters indicating the 
incoming nodes and the double primed letters indicating the 
outgoing nodes. For example, node B is split into the 

10 incoming node B' and the outgoing node B' ' . Each of the 
one-way links from an incoming node to an outgoing node is 
assigned an administrative weight of zero. 

Once the pre-processed network of FIG. 11 is obtained, 
the primary and protection circuits can be obtained using 

15 techniques similar to those described above. A first route 
is determined between the source node A and the destination 
node C such that the sum of the administrative weights for 
the links along the route is minimized. In this case, the 
first route would be AB^B''C. 

20 Next, an augmented network is established by setting 

the administrative weight of each link along the first route 
to a negative value having the same amplitude as its 
original weight and by reversing the permitted directions of 
information flow along those links. Thus, the augmented 

25 network corresponding to the network in FIG. 10 would appear 
as shown in FIG. 12. Using the augmented network, a second 
route is determined between the source node A and the 
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destination node C such that the sum of the administrative 
weights for the links along the route is minimized. In this 
case, the second route would be AD ' D ' ' E ' E • ' C . In 
particular, the one-way link from node B' to node B'^ 
prevents the first and second routed from having overlapping 
links and overlapping nodes. 

The first and second routes (AB'B"C and AD ' D ' ' E ' E ' ' C) 
correspond to the primary and protection circuits {ABC and 
ADEC) . Other than the source and destination nodes (A and 
C) , the primary and protection circuits do not share any 
links or nodes. 

The foregoing techniques can be implemented in hardware 
and/or software. In one implementation, a system for 
implementing the techniques includes a dedicated processor 
including instructions for performing the functions 
described above. Alternatively, the system can include a 
general -purpose processor. Computer-executable instructions 
for implementing the foregoing techniques can be stored as 
encoded information on a computer- readable medium such as a 
magnetic floppy disk, magnetic tape, or compact disc read 
only memory (CD-ROM) . Circuits also may be provided for 
determining primary and protection circuits according to the 
foregoing techniques. 

FIG. 13 illustrates an exemplary system 60 for 
implementing the techniques described above. The system 60 
includes a database 62 that stores information relating to 
the topology of the network 10. The information contained 
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in the database 62 can include details of the fixed 
structures and properties of the network, including the 
characteristics of the links 20, 22, 24, 26, 28. A read- 
only memory (ROM) 64 stores computer-executable code for 
5 determining primary and protection circuits according to the 
techniques describe above. A microprocessor 66 receives 
incoming requests from network users. The microprocessor 66 
executes the code stored in the ROM 64 to determine the 
primary and protection circuits in response to a received 

10 request to establish communications between a source node 
and a destination node in the network, A random access 
memory (RAM) 68 can be used to store the information 
identifying the links that form the primary and protection 
circuits for the requested communication. Requests from 

15 network users and information relating to assigned routes 
can be transmitted through one or more interfaces 70, 

In one particular implementation, one of the foregoing 
techniques was implemented in the C computer language using 
a 450 MHz Pentium® III processor manufactured by the Intel 

20 Corporation. That implementation allowed primary and 

protection circuits to be determined for a one-hundred node 
network in approximately 0.6 seconds. 

Although a single processor 66 is illustrated as 
responsible for receiving the requests to establish 

25 communications and for executing the instructions stored in 
the ROM 64, in some cases, multiple processors can be used 
for performing those functions. 
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An automated system for provisioning primary and 
protection circuits in a communications network as described 
above can be located either at a centralized location or can 
be distributed locally in the various network nodes. If the 
system 60 is located centrally, commands can be transmitted 
to the network elements instructing them how to set up the 
primary and protection circuits for a particular 
communication . 

The foregoing techniques can be used to provision 
protection circuits automatically at various link and 
protocol layers and for various capacities within each 
protocol layer. For example, the techniques are applicable 
to SONET and asynchronous transfer mode (ATM) networks as 
well as other standard and non-standard networks. 
Therefore, the same technique can be used to provision 
protection circuits at multiple protocol levels in a multi- 
protocol communication system by looking at the topology of 
the particular protocol level under consideration. 

The techniques can be used in various types of 
protection circuit scenarios, including 1+1 protection and 
1:1 protection. In a 1+1 protection scenario, data is sent 
over both the primary circuit and the protection circuit. 
However, the receiving unit listens only to the primary 
circuit. Should a failure occur with respect to the primary 
circuit, the receiving end can switch to the protection 
circuit. In a 1:1 protection scenario, data is sent over 
the primary circuit only. The protection circuit is set up 
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and can be used for the transmission of other data. Should 
a failure occur on the primary circuit, transmission of the 
other data is stopped and the protection circuit is used 
instead of the primary circuit. 

Using the foregoing technique allows automated 
provisioning of protection circuits as well as primary 
circuits for a wide variety of communications networks. 
Furthermore, the primary and protection circuits obtained 
can result in a combined total administrative weight whose 
value is minimized with respect to the available links in 
the network. 

Other implementations are within the scope of the 
claims . 

What is claimed is: 
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1 1. A method of establishing communications, the 

2 method comprising: 

3 automatically provisioning a primary circuit for 

4 communications between a first node and a second node in a 

5 communications network; and 

6 automatically provisioning a protection circuit for 

7 communications between the first node and the second node. 

1 2. The method of claim 1 wherein a sum of 

2 administrative weights of all links forming the primary and 

3 protection circuits is minimized with respect to available 

4 links. 

1 3. The method of claim 2 wherein the primary and 

2 protection circuits are provisioned in response to receiving 

3 a request to establish communications between the first and 

4 second nodes. 

1 4. The method of claim 2 wherein the links forming 

2 the primary and protection circuits are non-overlapping, 

1 5. The method of claim 4 wherein, except for the 

2 first and second nodes, the primary and protection circuits 

3 do not share any other nodes. 

1 6. The method of claim 2 including: 

2 determining a first route between the first and second 

3 nodes in the network so that a sum of original administra- 

4 tive weights associated with links along the first route is 

5 minimized with respect to available links; 

19 
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establishing an augmented network corresponding to the 
communications networks- 
determining a second route between the first and second 
nodes based on the augmented network so that a sum of 
administrative weights associated with links along the 
second route is minimized with respect to available links; 
and 

combining the first and second routes to obtain first 
and second paths between the first and second nodes, wherein 
the first and second paths correspond to the primary and 
protection circuits. 

7. The method of claim 6 wherein augmenting the 
network includes: 

assigning a new administrative weight for each link 
along the first route based on the original administrative 
weight corresponding to the same link; and 

limiting a permissible direction of communications for 
each link based on a direction established for that link in 
the first route. 

8. The method of claim 7 wherein each new 
administrative weight has a negative value and an amplitude 
equal to the original administrative weight for the same 
link. 

9. The method of claim 6 wherein combining the first 
and second routes includes eliminating from consideration 
links included in both the first and second routes. 

20 
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10. The method of claim 2 including using the 
protection circuit for communications between the first and 
second nodes if a failure occurs in the primary circuit. 

11. An article comprising a computer-readable medium 
including instructions for causing a computer system to: 

provision a primary circuit for communications between 
a first node and a second node in a communications network; 
and 

provision a protection circuit for communications 
between the first node and the second node. 

12. The article of claim 11 wherein a sum of 
administrative weights of all links forming the primary and 
protection circuits is minimized with respect to available 
links . 

13. The article of claim 12 including instructions for 
provisioning the primary and protection circuits in response 
to a request to establish communications between the first 
and second nodes. 

14. The article of claim 12 wherein the links forming 
the primary and protection circuits are non-overlapping . 

15. The article of claim 14 wherein, other than the 
first and second nodes, the primary and protection circuits 
do not share any other nodes. 
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1 15, The article of claim 12 including instructions for 

2 causing the computer system to: 

3 determine a first route between the first and second 

4 nodes in the network so that a sum of original administra- 

5 tive weights associated with links along the first route is 

6 minimized with respect to available links; 

7 establish an augmented network corresponding to the 

8 communications network; and 

9 determine a second route between the first and second 

10 nodes based on the augmented network so that a sum of 

11 administrative weights associated with links along the 

12 second route is minimized with respect to available links; 

13 and 

14 combine the first and second routes to obtain first and 

15 second paths between the first and second nodes, wherein the 

16 first and second paths correspond to the primary and 

17 protection circuits. 

1 17. The article of claim 16 wherein the instructions 

2 for causing the computer system to augment the network 

3 include instructions for causing the computer system to: 

4 assign a new administrative weight for each link along 

5 the first route based on the original administrative weight 

6 corresponding to the same link; and 
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7 limit a permissible direction of communications for 

8 each link based on a direction established for that link in 

9 the first route. 

1 18. The article of claim 17 wherein each new admin- 

2 istrative weight has a negative value and an amplitude equal 

3 to the original administrative weight for the same link, 

1 19. The article of claim 16 wherein the instructions 

2 for causing the computer system to combine the first and 

3 second routes includes instructions for causing the computer 

4 system to eliminate from consideration links included in 

5 both the first and second routes. 

1 20. The article of claim 12 including instructions for 

2 causing the computer system to use the protection circuit 

3 for communications between the first and second nodes if a 

4 failure occurs in the primary circuit. 

1 21. A communications system comprising; 

2 a plurality of nodes; 

3 transmission facilities connecting the nodes; 

4 a database storing information regarding 

5 characteristics of the transmission facilities; 

6 memory storing instructions to: 

7 provision a primary circuit for communications 

8 between a first node and a second node in the network; and 

9 provision a protection circuit for communications 
10 between the first node and the second node; and 
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11 a processor for executing the instructions in response 

12 to a request to establish communications between the first 

13 and second nodes. 

1 22, The system of claim 21 wherein the system 

2 comprises a plurality of protocol levels and wherein the 

3 processor can execute the instructions with respect to any 

4 of the protocol levels. 

1 23. The system of claim 21 wherein a sum of 

2 administrative weights of all transmission facilities 

3 forming the primary and protection circuits is minimized 

4 with respect to available links. 

1 24. The system of claim 23 wherein the transmission 

2 facilities forming the primary and protection circuits are 

3 non- over lapping . 

1 25. The system of claim 24 wherein, other than the 

2 first and second nodes, the primary and protection circuits 

3 do not share any other nodes . 

1 26, The system of claim 23 wherein the memory includes 

2 instructions to: 

3 determine a first route between the first and second 

4 nodes in the network so that a sum of original administra- 

5 tive weights associated with transmission facilities along 

6 the first route is minimized with respect to available 

7 links; 
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establish an augmented network corresponding to the 
communications network; and 

determine a second route between the first and second 
nodes based on the augmented network so that a sum of 
administrative weights associated with transmission 
facilities along the second route is minimized with respect 
to available links; and 

combine the first and second routes to obtain first and 
second paths between the first and second nodes, wherein the 
first and second paths correspond to the primary and 
protection circuits. 

27. The system of claim 26 wherein the instructions 
augment the network include instructions to : 

assign a new administrative weight for each 
transmission facility along the first route based on the 
original administrative weight corresponding to the same 
transmission facility; and 

limit a permissible direction of communications for 
each transmission facility based on a direction established 
for that transmission facility in the first route, 

28. The system of claim 2 7 wherein each new admin- 
istrative weight has a negative value and an amplitude equal 
to the original administrative weight for the same 
transmission facility, 

29. The system of claim 21 wherein the instructions to 
combine the first and second routes includes instructions to 
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eliminate from consideration transmission facilities 
included in both the first and second routes. 

30. The system of claim 23 wherein the memory includes 
instructions to use the protection circuit for 
communications between the first and second nodes if a 
failure occurs in the primary circuit. 
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ABSTRACT OF THE DISCLOSURE 
Techniques for establishing communications include 
automatically provisioning a primary circuit for 
communications between a first node and a second node in a 
5 communications network, and automatically provisioning a 

protection circuit for communications between the first node 
and the second node. The circuits can be provisioned in 
response to receiving a request to establish communications 
between the first and second nodes, and the sum of 
10 administrative weights of all links forming the primary and 
protection circuits can be minimized with respect to 
available links. The techniques can provide quick and 
efficient provisioning of the circuits on an as-needed 
basis . 

15 

30015800 .doc 



27 



START 

RECEIVE A REQUEST FOR COMMUNICATION 



i 



FIND A FIRST ROUTE BETWEEN THE SOURCE 

AND DESTINATION NODES SO THAT THE -^3^ 
SUM OF ADMINSTRATIVE WEIGHTS OF THE 
LINKS ALONG THE FIRST ROUTE IS 
MINIMIZED 



AUGMENT THE NETWORK BY 
ESTABLISHING NEGATIVE WEIGHTS FOR 

LINKS USED IN THE FIRST ROUTE AND 
LIMITESTG THE PERMISSIBLE DIRECHONS 
OF FLOW 
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USING THE AUGMENTED NETWORK, FIND A 
SECOND ROUTE BETWEEN THE SOURCE 
AND DESTINATION NODES SO THAT THE 3 ^ 
SUM OF ADMINISTRATIVE WEIGHTS OF 
LINKS ALONG THE SECOND ROUTE IS 
MINIMIZED 



COMBESE THE FIRST AND SECOND ROUTES 
TO OBTAIN TWO NON-OVERLAPPING PATHS 
CONNECTING THE SOURCE AND 
DESTINATION NODES 
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IMPLEMENT ONE PATH AS THE PRIMARY l/Q 
CIRCUIT AND THE OTHER PATH AS THE 
PROTECTION CIRCUIT 



END 
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SET S = 1 



STARTING AT SOURCE NODE, FIND ALL 

PATHS (IF ANY) WHOSE SUM OF 
ADMINISTRATIVE WEIGHTS EQUALS S 



DO ANY SUCH PATHS CONNECT THE 
r~ SOURCE AND DESTINATION NODES? 



SET S = S + 1 



. SELECT ONE SUCH PATH 
AS THE FIRST ROUTE 
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